Networked Systems

· Computer network – interconnected set of autonomous computers

· Hosts (nodes) – computers connected to a network

· Packet switcher [interface message processor (IMP)] – interface device by which each host is connected to the network

· Subnet or transport system – transmission lines or communication channels by which IMP’s are connected to each other

· Microprocessors that execute fixed programs

· Local Area Network (LAN) – network where the hosts are geographically close together

· Wide area network (WAN) – LAN over large geographical areas such as nationwide or worldwide

· Metropolital area network – basically a WAN (or a collection of LANs) that serves all the users in a metropolitan area like a city

· Campus area network – interconnection of LANs within a limited geographical area

· Point-to-point networks – transmission of lines connect pairs of hosts

· Main issues include topology of the network and routing of information from one node to another
· Broadcast networks – all hosts share a single communication channel

· Satellite network – satellite provides a shared channel between hosts

· Network Topologies
· Physical topology – configuration of cables, computers and peripherals

· Bus topology – consists of a main run cable with a terminator at each end

· Hosts and nodes are connected to the linear cable

· Adding a new host is easy to do

· The entire network will shut down when there is a break in the backbone

· When down, breakage is difficult to locate

· Each host has to be checked to look for the breakage

· Each host checks each arriving message

· If for that host it processes the message

· Otherwise it does nothing

· Ring topology – like the bus topology except that both ends of the backbone are connected

· There is no terminator
· Same problem with breakage like that in bus topology

· Requires a longer backbone than bus topology
· Star topology – each node or host is connected to a central network hub or concentrator directly

· central network hub or concentrator – manages and controls all functions of the network

· also acts as a repeated for the data flow
· popular because it is easy to install and wire

· no disruption in the network when one host is being connected or removed from the network

· Disadvantages include:

· It requires more cable length

· If the hub fails, everything fails

· More expensive because of the added hardware

· Star-wired ring topology – basically a ring topology but appears like a star topology

· Multi-station access unit – contains wiring that allows information to pass from one device to another in a circle or ring
· Logical topology – method by which information is passed between hosts

· Networking media
· Unshielded twisted pair (UTP) – varies from telephone-grade wire to extremely high-speed cable

· EIA/TIA categories
· Category 1 – Voice only (Telephone wire)
· Category 2 – data to 4 Mbps (Local Talk)
· Category 3 – data to 10 Mbps (Ethernet)
· Category 4 – data to 20 Mbps (16 Mbps Token Ring)
· Category 5 – data to 100 Mbps (Fast Ethernet)

· The tighter the twisting of copper pairs, the higher the transmission rate and the greater the cost per foot.

· Shielded twisted pair (STP) – suitable for environments with electrical interference.
· Suitable for environments with electrical interference.

· Extra shielding make the cables quite bulky

· Coaxial – has a single copper conductor at its center

· Highly resistant to interference

· Two types

· Thin coaxial cable (thinnet) – 10Base2

· Thick coaxial cable (thicknet) – 10Base5

· Fiber optic – center glass core surrounded by several layers of protective materials

· Transmit light instead of electronic signals
· Transmit signals at longer distances

· Transmit signals at faster

· Outer insulating jacket is Teflon or PVC

· Wireless networking – radio frequency (RF) technology or infrared light beams to connect hosts to a network.

· Advantages
· Increased mobility

· Simple installation

· Easy Scalability

· Disadvantages

· Expensive
· Poor security

· Susceptible to interference from light and radio

· Two forms
· Frequency hopping spread spectrum (FHSS) – uses narrow band carrier that changes frequency in a pattern known to transmitter and receiver
· Direct sequence spred Spectrum (DSS) – generates a redundant bit pattern (chip) for each bit to be transmitted

· Devices used
· Access points – connect the wireless network to a wired network

· Station adapters – connect PCs to the access points via wireless communication

· Considerations
· Range
· Scalability
· Security
· Networking Protocols – set of rules needed to allow communication over the network

· Ethernet
· Consists of:

· Physical medium used to carry Ethernet signals between computers

· A set of medium access control rules in each Ethernet interface that allows multiple computers to fairly arbitrate access to the Ethernet channel

· An Ethernet frame that consists of a standardized set of bits used to carry data over a system

· 10 Mbps Ethernet uses the bus topology

· Medium access control (MAC) mechanism – determines access to the shared channel
· Based on Carrier Sense Multiple Access with Collision Detection (CSMA/CD)

· Fast Ethernet – for Ethernet networks which require high transmission speeds

· 100Base-TX – for use with level 5 UTP cable

· 100Base-FX – for use with fiber optic cables

· 100Base-T4 – uses extra 2 wires for use with level 3 UTP cable

· Token ring – stations are directly linked to each other by a single communication line.

· Token – frame of bits passed from one host to the next
· Token bus – provide a horizontal channel while providing access to the bus channel as if it were a ring.
· Explicit token system – hosts receive the token through a cyclic sequence
· Fiber distributed data interface (FDDI) – a high speed network capable of transporting data at 100Mbps and supports 500 hosts on a single network
· It consists of 2 counter-rotating rings

· ALOHA – uncoordinated users compete for a channel
· Random ALOHA – sender delays the retransmission a random amount of time
· Slotted ALOHA – clocks required at earth and satellite stations are synchronized to send traffic at specific periods
· Network Operating Systems – software that provides the services of an operating system plus special functions for making computers and devices communicate in a network
· Peer-to-peer NOS – allow users to access resources and files located at remote computers
· Client/server – allow the network to centralize functions and applications in one or more dedicated file servers
· Example: Sun’s Network File System

Distributed Systems

· Distributed system – collection of independent computers that appear to users as a single computer
· Hardware component
· Classification according to Flynn
· Single instruction stream single data stream (SISD) – system operates by executing one instruction at a time
· Single instruction stream multiple data stream (SIMD) – array processors fetch one unique instruction and execute in several processors using different data in parallel
· Multiple instruction stream single data stream (MISD) – theoretically possible but no computer has adopted this
· Multiple instruction stream multiple data stream (MIMD) – collection of independent CPUs each with its own program and data to execute
· Multiprocessor – MIMD with shared memory
· Tightly coupled
· Multicomputer – MIMD without shared memory
· Loosely coupled
· Categories based on architecture of interconnection

· Bus – there is a single network, bus, cable or other medium that connects computers
· Switched network – individual wires from machine to machine are present
· Distributed Operating Systems (DOS) – abstraction that hides from the application where things are
· Task is to create a single view of all the distributed resources of the system

· Kernels and resource managers provide

· Encapsulation – details of services are hidden from the users

· Concurrent processing – users must be able to share resources and use them concurrently

· Protection – resources must be protected from illegitimate access

· For requests, DOS provides:

· Name resolution

· Communication

· Scheduling

· Kernel – responsible for the most basic functions of an operating system

· Process manager

· Thread manager

· Communication manager

· Memory Manager

· Interrupt handler

· Communication in Distributed Systems – achieved via message passing

· Open System’s Interconnection Reference Model (OSI)

· Layers
· Physical layer – defines the physical characteristics of the network media

· Data link layer – provides reliable data delivery across the physical link

· Network layer – manages connections across the network for the upper layers

· Transport layer – provides end-to-end error detection and correction

· Session layer – manages sessions between applications

· Presentation layer – standardizes presentation to the application

· Application layer – consists of application programs that use the network

· Peer – same protocol running in an equivalent layer in the remote system

· Asynchronous Transfer Mode (ATM) model
· Basic principles
· ATM is considered as a specific packet oriented transfer mode based on fixed length cells

· ATM is connection-oriented

· The information field of ATM cells is carried transparently through the network

· All services can be transported via ATM

· Multicasting – one cell going many destinations

· Hierarchy

· Physical layer

· ATM layer

· Adaptation layer

· Several upper layers

· Client-server model

· Servers – offer services

· Client – users

· Based on a simple connectionless request/reply protocol

· Layers

· Request/reply layer

· Data link layer

· Physical layer

· Communication services

· Sending messages
· Receiving messages

· Message passing primitives

· Synchronous vs.Asynchronous

· Buffered vs.Unbuffered

· Reliable vs. Unreliable

· Remote procedure call (RPC) – programs call procedures in other machines

· Synchronization
· Clock Synchronization
· Lamport’s algorithm
· Mutual Exclusion

· Coordinator

· Ricart and Agrawala’s algorithm
· Process management in Distributed Systems
· Processes and Threads

· A process is a heavyweight process.
· A thread is a lightweight process.
· Execution environment consists of:
· Address space
· Thread communication resources
· System models

· Workstation model – consists of workstations connected via high-speed LAN
· Processor pool – CPU’s are dynamically allocated to users on demand
· Processor allocation

· Strategy classes

· Migratory – process may be moved to another machine although it has started in one machine
· Non-migratory

· Processor algorithms

· Deterministic or heuristic

· Centralized or distributed

· Optimal or sub-optimal

· Local or global

· Sender-initiated or receiver-initiated

· Transfer policy – decision whether to hold newly created processes in the local machine or transfer it elsewhere

· Location policy – decision where to send a process

· Distributed File Systems
· File service – what the file system offers clients

· File server – process that runs on the machine and implements the file service

· Components
· True file service

· Directory service

· File service interface

· Upload/download model

· Remote access model

· Directory service interface

· Examples

· Coda file system

· Amoeba

· Beowulf

Parallel Systems

· Parallel systems – allow several processors to execute instructions in parallel
· Parallel systems – designed for execution speedup and fault tolerance
· How speed-up is achieved

· Partitioning

· Scheduling of tasks

· Minimizing communication time among tasks

· Parallel System Concepts

· Data Parallelism – processors do exactly the same operation on different databases
· Functional Parallelism (Control Parallelism) – processors performing different operations on the same or different data
· Levels

· Program level

· Job level

· Instruction level

· Bit level

· Amdahl’s law

· Massively parallel processing (MPP) – coordinated execution of a single program by many processors
· Granularity – measure of amount of computation done in parallel task per amount of communication
· Fine-grained – little computation per byte of communication
· Course-grained – extensive computation per byte of communication
· Scalability – ability of parallel systems to attain speedup proportional to the number of additional processors
· Hardware scalability

· Algorithmic Scalability

· Shared Memory Systems

· Variants

· Shared data cache-shared memory

· Separate data cache but shared bus memory

· Separate data cache with different buses leading to a shared memory

· Separate processors and separate memory modules interconnected with a multi-stage interconnection network
· Uniform memory access machines – shared memory systems
· Message Passing Systems

· Dynamic interconnection – connection may be present or absent
· Static interconnection – have direct fixed physical interconnections between processors
· Variants

· Completely connected

· Line/ring

· Mesh

· Torus –ends of the mesh circulate back to the other end
· Tree

· Hypercube

· Embedding

· Dilation – quality of embedding
· Communication

· Circuit switching

· Packet switching

· Methods of handling packets in intermediate nodes

· Store-and-forward packet switching
· Virtual cut through

· Wormhole routing
· Problems

· Livelock
· Deadlock
· Distributed Shared Memory Systems

· Shared virtual memory – processors do not know where their data are stored in distributed memory
· Dynamic interconnection

· Crossbar switch – basic element in dynamic interconnection
· Multistage switch – larger switches formed from smaller crossbar switches
· Baseline dynamic network

· Pipelined processors and Pipelined Computations

· Pipelining – technique used to make parallel sequential code
· Vector processors

· Vector computer (vector processor) – designed to efficiently handle arithmetic operations on elements of arrays called vectors
The Internet

· TCP/IP is popular because:

· It adopts open protocol standards
· It is independent of specific physical network hardware
· 4 layers of TCP/IP

· network access layer – consists of routines for accessing physical networks
· internet layer – defines the datagram and handles the routing of the data
· Internet Protocol (IP) is here
· Functions include:
· Defining the datagram
· Defining the internet addressing scheme

· Moving data between the network access layer and the transport layer

· Routing datagrams to remote hosts

· Performing fragmentation and re-assemble of datagrams

· Internet control message protocol (ICMP)

· Flow control
· Detect unreachable destinations
· Redirect routes

· Check remote host

· host-to-host transport layer – provides end-to-end delivery services
· user datagram protocol (UDP)
· transmission control protocol

· application layer – consists of applications and processes that use the network
· TCP Protocols used here include:
· Network Terminal Protocol (telnet) – enables users to execute terminal sessions with remote hosts
· File Transfer Protocol (ftp) – performs basic interactive file transfer between hosts
· Simple Mail Transfer Protocol (smtp) – delivers electronic mails
· Hypertext Transfer Protocol (http) – supports low-overhead transport of files consisting of a mixture of text and graphics
· UDP Protocols used here include:
· Domain Name System (DNS) – maps IP addresses to domain names
· Routing Information Protocol (RIP) – facilitates exchange of routing information by network services
· Network File System (NFS) - facilitates sharing of files by various hosts in the network
· Delivering Data through the Internet

· Addressing – IP address
· Classes (A, B, C, D)
· Subnet mask

· Internet routing – deciding which gateway to use
· Routing table

· Delivering data to users

· Multiplexing – combining data from multiple users
· Demultiplexing – dividing data for delivery to multiple users or processes
· Telnet protocol

· File Transfer Protocol

· Objectives

· Promote sharing of files
· Encourage indirect or implicit use of remote computers
· Shield a user from variations in file storage systems among hosts

· Transfer data reliable and efficiently

· 3 ways of transmitting data

· format data and allow for restart procedures
· compress data for efficient transfer

· pass data with little or no processing

· Simple Mail Transfer Protocol (SMTP)

· Hypertext Transfer Protocol (HTTP)
· Domain Name System (DNS)

· Hierarchy

· Arpa – special domain used for address-to-name mapping
· 3-character generic organizational domain names
· two-character domain names representing country codes
· Routing Information Protocol (RIP) – internal gateway protocol (IGP)
· Information provided in the routing table
· Destination
· Metric
· Next hop
· Route change flag
· Timers
· Routing update timer
· Route timeout
· Route flush timer
