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Abstract 

 
MANET is a new paradigm in wireless revolution in 

terms of acceptability. The technology is quite 
matured. Still practical implementation is rather 
difficult due to security and other problems. As 
nomadic and ubiquitous computing reaches its full 
potential, semantics and security will play the leading 
role. But, realization of robust security architecture is 
impossible without proper understanding of possible 
threats and their consequences. Ontology is a proven 
tool for this type of analysis. An ontology gives 
unambiguous explanation of any term and supplies 
some predictive value during the analysis of an 
unknown specimen through appropriate classification. 
These features are essential for any automated security 
planning. In this paper, a system specific ontology has 
been modeled. The main security goals and challenges 
are discussed. Arguments are presented in favour of 
Ontologies compared to Taxonomies. Categorization 
of each class and subclass has been presented with 
explicit account of their inter relationship. The focus is 
on the distributive and collective nature of MANET 
rather than target centric or, actor specific view. 
 
1. Introduction 
 

Mobile radio technologies, for both voice and data 
communication, has experienced a rapid growth and 
recently many new concepts have been introduced in 
networking. Among them, short range wireless 
systems, especially Mobile Ad Hoc Networks 
(MANET) claim widest penetration in terms of 
acceptance. IEEE 802.11 standard specifies "ad hoc" 
mode as an optional feature, which allows devices to 
communicate directly with each other in a peer-to-peer 
manner without any access points. In MANET, no 
fixed infrastructure, like base station or, mobile 
switching center is required. Instead, every possible 

wireless mobile host within the perimeter of radio link 
acts as an intermediate switch and participates in 
setting up the network topology in a self organized 
way. Ad hoc network supports multihop routing, 
thereby extending the range of mobile nodes well 
beyond that of their base transceivers. This can extend 
the range of the wireless LAN from hundreds of feet to 
miles, depending on the concentration of wireless 
users. Other advantages include easy installation, less 
maintenance, flexibility, and it is ideally suited for 
disaster management (fire, earthquakes etc.), military 
operations and critical missions. Also, apart from 
traditional use in office environments, MANET targets 
domestic networking market as it allows 
interconnection of various entertainment devices at a 
competitive cost [1-3].  

Despite the advantages, this new communication 
paradigm suffers from lack of centralized control, 
sloppy network management due to dynamic topology, 
bandwidth constrains, energy constrains and limited 
security [4-5]. Hence diverse research scopes do exist. 
Unfortunately, investigations are principally targeted 
towards routing, scheduling, address assignment, 
developing protocol stack etc. These are mainly 
functional properties. However, as nomadic and 
ubiquitous computing reaches its full potential, 
semantics and security will play the leading role.  

Meta data or data about data describing their 
relationships can be best described with high level 
description logics i.e., ontologies. Recently, ontologies 
are used as central controlled vocabularies that are 
integrated into catalogues, databases, web publications, 
knowledge management applications etc. Large 
ontologies are essential components in many online 
applications including search (such as Yahoo and 
Lycos), e-commerce (such as Amazon and eBay), 
configuration (such as Dell and PC-Order), etc [6]. In 
this context, it is proper time to develop well organized 
ontologies for different aspects of MANET. In this 



paper, different security issues are considered. A 
formal classification of different attacks, attackers and 
possible consequences is presented. The ontology is 
modeled by defining threats that are MANET specific 
and relationships are established, which can facilitate 
proper analysis and prevention of threats.  

The paper is organized in the following way. 
Section 2 discusses the primary security goals and in 
section 3 a review of security breaches in MANET is 
presented. In section 4, we advocate for structured 
Ontologies instead of Taxonomies which are being 
used nowadays. The next section, section 5 describes 
the formation of an Ontology that is suitable for 
MANET. Finally, section 6 proposes future work 
possibilities. 
 
2. Security objectives 
 

The preliminary security goals can be considered as 
an extension of the objectives for traditional networks. 
Two mnemonics, ‘CIA’ (Confidentiality, Integrity, 
Availability) and ‘Triple A’ (Authentication, 
Authorization, Accounting) are generally used as the 
criteria for a secure network. These attributes must be 
satisfied, as well as some other factors like privacy, 
physical security etc. must be considered due to the 
pervasive nature of MANET [3, 7-8].  

Confidentiality - The information must not reach 
others, who are not entitled to receive the information. 
Not only data, routing information must also remain 
secure.  

Integrity - One shouldn’t be able to modify the data 
during transit. Both malicious attacks and benign 
failure, such as radio propagation impairment could 
cause information corruption.  

Availability - The network can still operate when 
faced with a DoS attack. These types of attacks can be 
launched at any layer of the network causing physical 
jamming, disconnection, and malfunction of key 
management service and routing protocol.  

Authentication - The receiver should be able to 
identify the sender correctly. No other person can 
disguise as the sender.  

Non-repudiation - The sender can’t falsely deny 
later that he has sent a message. This is useful for 
detection and isolation of compromised nodes.  

Access control - Information is being handled by 
authorized nodes.  

Authorization - Rules and regulations that define 
restriction of responsibilities of network and individual 
nodes.  

In addition to this, Trustworthiness can be 
considered as another dimension that deals with 
privacy, correctness, reliability, and fault-tolerance. 

 
3. Threats and challenges 
 

MANET inherits all the vulnerabilities of a wired 
network with central administration. They are listed in 
Table 1. 
 

Table 1. Attack classification 
 Attack Type Generated through 

Denial of 
Service (DoS) 

Selfish Nodes 

Jamming Traffic subversion 
Masquerade  Change of protocol 

fields 
Fabrication False Routing 

Message, Fake 
packets 

Active 

Modification Change of routing 
information 

Release of message content Passive 
Traffic Analysis 

 
Apart from the usual threats, achieving security 

within ad hoc networking is challenging due to 
following reasons [2-3, 7-11]: 

Wireless Environment – Vulnerability increases 
manifold as compared to wired environment. 
Malicious  nodes  can  meaningfully alter,  discard,  
forge,  inject  and  replay  control  and  data traffic,  
generate  floods  of  spurious  messages,  and,  in 
general, avoid complying with the employed protocols. 

Absence of Central authority – Interception of any 
attack is complicated, because every node can monitor 
only a small set of neighbours. 

Selfish Nodes – Detection of selfish activities is 
tricky. Nodes may refuse participation to preserve 
power or, avoid congestion (black hole attack). 

Dynamic Topology – As nodes join and leave a 
MANET frequently, the topology changes from time to 
time. A priori trust cannot be developed, since no 
central administration is maintained. Naturally, 
separation of compromised nodes is possible only at 
application layer, not in the network layer. 

Wormhole Attack - In a wormhole attack a 
malicious node can record packets (or bits) at one 
location in the network and tunnel them to another 
location through a private network shared with a 
colluding malicious node. As a result, network would 
be unable to find consistent routes to any destination 
and performance is severely degraded [12]. 



System Failures – Communication failures like 
fading, loss of packets, blocking, and congestion are 
common. Therefore, malicious failures will be more 
difficult to distinguish. 

Physical Security - Mobile nodes, while roaming in 
a hostile environment might face physical insecurity. 
So, measures are needed to make the nodes tamper-
resistant. 

Limited Computational Capability – Complex 
cryptographic algorithms can’t be implemented due to 
limited computational capability. Also these algorithms 
require large calculation that introduces non-negligible 
delay. DoS attacks (fake packets, control signal) can be 
easily launched against nodes having small resource. 

Large network - An ad hoc network may consist of 
hundreds or even thousands of nodes. Security 
mechanisms should be scalable to handle such a large 
network. 

Finally, there is always a trade-off between (i) 
Security and Cost, as well as (ii) Security and 
Usability. 
 
4. From taxonomies to ontologies 
 

Networking businesses are struggling hard to 
access, share, store and archive untampered data. 
Commercial espionage and internal user threats are 
making the situation difficult, not to mention viruses, 
worms and script kiddies. Most organizations are well 
equipped with intrusion detection system (IDS), anti-
virus with required patch management, spam filter, 
firewall, redundant connectivity, strong password and 
authentication policy, disaster recovery plan etc. Even 
physical security is maintained through monitoring 
users, proximity sensors and biometrics. Many 
corporates in India and abroad have either already 
achieved or trying to get BS7799 certification [13]. 
Still security strategies are discrete to some extent. So, 
the lesson learnt from the fixed network domain should 
be implanted into the MANET domain, before the 
technology starts attracting heavy investments. 

As security policy involves technology, people and 
processes, there must be a very clear understanding of 
individual responsibilities and relations between them 
to realize a robust security infrastructure. Traditionally, 
the characterization and classification of network 
security attacks have been limited to taxonomies. Any 
taxonomy, supplies some predictive value during the 
analysis of an unknown specimen, while the 
classifications within the taxonomy offer an 
explanatory value. Because a taxonomy is contained 
within an ontology and an ontology can organize and 
systematize all the threat at any level in detail, it is 

more useful than taxonomy for reducing a large 
diversity of items to a smaller list of properties [14]. 

Before proceeding further, some insight to the 
definition and scope of an ontology would not be 
irrelevant. A linear spectrum of an Ontology based on 
the specifications is described in Figure 1. 
 

 
Figure 1. Ontology spectrum 

 
Catalog is a controlled vocabulary (finite list of 

terms) that gives single interpretation. On the other 
hand a Glossary provides a list of terms and meanings. 
Thesauri provide some additional semantics in their 
relations between terms.  They provide information 
such as synonym relationships. The meanings are 
specified typically as natural language statements. 
Hence, they are not machine processable. Formal 
instance relationships allow strict subclass hierarchies 
and inheritance. Inclusion of Frames ensues 
attachment of property information to classes. To 
express more information, Value restrictions and Logic 
constraints between terms may be added [6]. 

The spectrum shows organizational capability of an 
ontology. Classification of threats in a MANET using 
an ontology will help to analyze data pointing to a 
potential threat situation, deduce type of attack, 
estimate consequences after considering the relational 
aspects and to find possible measures to cope with the 
exigency. 
 
5. Ontology for MANET 
 

Research works about ontologies are new and, to 
some extent inadequate. Simmonds et al. [15] 
discussed formation of an ontology for network 
security attacks in general. The concept was discoursed 
with the focus on wired infrastructure. Quite naturally 
additional problems faced by a MANET cannot be 
analyzed with it. 

In [14] a complete ontology along with program 
codes is developed for Intrusion Detection System. 
The authors considered the threats from the viewpoint 
of a target host instead of an attacker. The ontology 
defines properties and attributes that are observable 
and measurable by the target of an attack. This was 

Catalog/ ID 

Terms/ 
Glossary 

Formal 
Instance 

Frames 
(Properties) 

Value 
restrictions 

Informal 

Thesauri 

General 
logical 

constrains 

Formal / Machine Interpretable 



relevant as an IDS is either adjacent or, co-located with 
the target. 

In this paper, an ontology has been demonstrated 
that is neither target-centric nor, attack specific. As 
MANET networks are distributive and at the same 
time collective, a system point of view would be more 
suitable. So, System that encompasses whole network, 
processes and other components, is considered as the 
main class here. Threat is another class that represents 
a particular state of system. A system is said to be in 
threat when some properties of the system 
malfunction. A threat is initiated when some malicious 
Input affects current state of system. Inputs are 
generated from Actors, either human or other entities. 
 

 
Figure 2. Illustration of MANET ontology 

 
Figure 2 describes a high level illustration of 

MANET ontology. Classes and entities are shown and 
relationships between the classes have been mentioned. 
Every ellipse or, box represents an entity and straight 
lines denote predicate relationships. The relationships 
are mainly of type “subclass of”, if not otherwise 
stated. Detailed account of individual class is given 
later. 

The class System has three main attributes, the 
network, system components and different processes. 

 

 
Figure 3. The system class and its subclasses 

Network part deals with aspects like number of 
connections, acknowledgement etc. System 
Components include protocol stack, kernel and 
applications. 

According to the ontology diagram, Input initiates 
Threat. Various inputs originated from actors target 
system and result in a system state that differs from the 
normal state. The deformed state is termed as System in 
Threat. Different threat situations and corresponding 
inputs are already discussed in section 3. A system 
under threat can be identified automatically by 
checking the following fault conditions [16]. 
 

Table 2. Fault taxonomy 
Buffer Overflow 
Boundary Condition Error 

Input 
Validation 

Error 
 

Malformed Input 

Race Condition 
Serialization Error 
Atomicity Error 

Logic Error 
 

Exception Condition 
Configuration Error – 
Incorrect Permission 

Other Errors 

Environment Faults – 
Modules interact unexpectedly 

 
Consequences may be of three types, loss of assets, 

Illegal access and other general outcomes like, 
Interruption, Modification etc. Stress is given on asset 
based threat profile, which is in perfect conjunction 
with OCTAVETM [17] method. Assets include, 
intangible attributes like trust and reputation, 
information, software and hardware resources. 
 

 
Figure 4. The consequence class and its 

subclasses 
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Table 3. Outcome-attack relation 
Outcome Attack on 
Interception Confidentiality 
Modification Integrity 
Interruption Availability 
Fabrication Authorization 

 
The Actor class consists of human beings, system 

problems and other problems [17]. 
 

 
Figure 5. The actor class and its subclasses 

 
Human actor may be a hacker, cracker, script kiddy 

or, malevolent user, and they can generate internal or, 
external threats. The class motive is associated only 
with human actors. The motive behind input is 
intentional or, accidental. 
 
6. Conclusion 
 

In this paper, a structured ontology has been 
demonstrated. A system specific point of view has 
been adopted instead of target centric or, actor specific 
view. Each class and subclass has been detailed with 
explicit account of their inter relationship. A machine 
interpretable format can be developed by extending the 

concept with Web Markup Languages or, Web 
Ontology Languages (XML, DAML, OWL, and OIL) 
after proper refinement. A further extension is also 
possible in the field of other emerging wireless 
technologies like, Bluetooth and Sensor Networks. 
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